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Abstract—Security in physical environments has become 

increasingly important in the wake of terror and criminal activity, 

particularly over the past decade. One of the challenges is to 

identify activities that may not be outright illegal or breaches of 

security, but that are suspicious, i.e. where there is a possibility 

that these activities may lead to breaches of security. Technology 

such as RFID is used to track the access and movement of people in 

highly security physical environments. This paper presents 

methods of detecting patterns of suspicious activity in logs 

collected by such physical access control systems. It also outlines 

methods of predicting future suspicious activities based on such 

logs. 

 
Index Terms—data mining, RFID, security. 

I. INTRODUCTION 

n the wake of increased terrorist and criminal activity over the 

past decade, the security of physical environments has 

become an increasingly important topic. In many parts of the 

world the use of video surveillance technology has become 

widespread for detecting security breaches [1]. Moreover, 

electronic and information technology has been used to restrict 

access to physical environments. For example, smartcard-based 

access control systems have been used over the past decade to 

automate the identification and authentication of access to 

restricted physical environments such as buildings, rooms, etc. 

More recently, RFID (radio frequency identification) has 

emerged as a technology that has enjoyed quick and widespread 

adoption in the security domain. RFID allows a person or object 

to be tagged with a unique identifier that can be wirelessly 

sensed when the RFID tag enters the range of an RFID sensor. 

The low cost of RFID equipment coupled with the convenience 

of a wireless mode of operation and a fast detection rate makes 

this technology particularly suited for security applications. In 

2005, the US Department of Homeland Security (DHS) 

announced that it would distribute 40,000 RFID-based access 

cards to its employees and contractors to control access to both 

physical environments and computer systems. Other US federal 

agencies also are making use of similar technology to strengthen 

the security of their physical environments, and this technology 

is being adopted by governments and private agencies around 

the world. 
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Using RFID technology allows the physical access of people 

to secure areas to be controlled. Moreover, given enough 

sensors in a secure environment, it also allows the movement of 

people within the environment to be tracked. Current use of this 

technology, however, is mainly restricted to disallowing 

unauthorized access. Once a person has gained access to a 

secure physical environment, the actions of that person within 

that environment are usually not further monitored other than 

detecting outright breaches of security, e.g. through video 

surveillance. It is possible, however, that a given person within a 

secure environment behaves in a way that does not constitute an 

outright security breach, but that could be considered suspicious 

behaviour. Other security problems could arise if data from a 

valid RFID tag is surreptitiously obtained (RFID sniffing) and 

used to create a clone of the RFID tag which can then be used in 

RFID spoofing, replay attacks, or denial of service [2],[3]. If 

such suspicious behaviour could be detected, security personnel 

could be alerted to monitor the suspicious person closely to 

determine whether a security breach is about to be committed. 

This paper presents a detection model to enable suspicious 

patterns of behaviour in secure physical environments to be 

detected using data mining techniques that are applied to data 

logged by RFID sensors. The remainder of this paper is 

organized as follows: Section II presents a case of a secure 

physical environment to which our methods are to be applied. 

Section III then defines four suspicious behavioural patterns. In 

Section IV our model of detection of these suspicious patterns is 

presented, and Section V outlines how future suspicious 

patterns can be predicted. Section VI compares our research 

with related work, and Section VII presents conclusions. 

II. SECURE PHYSICAL ENVIRONMENT 

To make the following discussions more concrete, we present 

here a model of a secure physical environment in which our 

detection of suspicious behavioural patterns can be applied. 

A. Basic Assumptions 

We make following assumptions about this environment: 

1. The environment consists of a building with rooms and 

corridors connected with doors. Doors separate parts of 

the building into different areas. 

2. Every door is equipped with RFID sensors on its outside 

and inside that separately detect RFID tags on either side 

of the door. The directionality of the RFID sensors is 

such that they non-overlappingly detect only an area on 

one side of a door. 

3. A door may be equipped with an electronic locking 
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mechanism that can be centrally controlled to unlock the 

door when authorized users request access, such as by 

presenting their access card (see below) and/or pressing 

a button to request unlocking of the door.  

4. A corridor may be equipped with additional RFID 

sensors that detect RFID tags moving through the 

corridor. 

5. Every person with permission to access the environment, 

such as regular employees, visitors and contractors, is 

supplied with an access card with an embedded RFID 

tag. This access card may store additional biometric 

identification data, such as fingerprint data, iris scan data, 

a facial photograph or others. For the purposes of this 

paper, however, the presence of additional security 

mechanisms based on biometric identification is 

considered optional. 

6. A central system logs access events captured by the 

RFID sensors in the environment. An event log consists 

of a timestamp, an identification of the access point (i.e. 

the RFID sensor), and an identification of the access card 

(i.e. the RFID tag) used. Event logs are recorded in 

chronological sequence. The central system has 

information about the location of each access point, and 

about the person to whom a given access card is issued. 

 

 

Fig. 1. Extract of a historic floor plan of the US White House* 

As actual data from a real secure physical environment is not 

easily obtained (for obvious reasons), we have simulated such 

an environment as well as the movement of people within the 

environment. We have chosen the US White House as the case 

to apply our simulation to as it can be reasonably considered to 

be a highly secure physical environment (other candidates for 

modelling could have included parliament buildings, military 

 
* Picture is in the public domain, source: US Library of Congress, online at: 

http://commons.wikimedia.org/wiki/Image:White-house-floorG-plan.jpg 

installations, financial institutions, etc.). An extract of a historic 

floor plan of the White House is shown in Fig. 1. It consists of a 

number of external entrances, rooms, corridors, internal doors 

and staircases. According to our above assumptions, the entire 

building is equipped with numerous RFID sensors. A simplified 

view of a portion of the building, showing location and range of 

RFID sensors, is given in Fig. 2. 

 

 

Fig. 2. Portion of a secure physical environment equipped with RFID sensors 

This figure identifies three separate areas, a1 (a corridor) and 

a2 and a3 (rooms). At the door to each room there are two 

access points with RFID sensors, one each on its outside and 

inside. In long corridors additional access points may be placed 

for detecting people passing by, such as access point p5. The 

sensing range of each RFID sensor is indicated by the dashed 

ovals and extends some distance from the door forward, in the 

case of the sensors in the corridor all the way to the opposite 

wall. This allows a sensor to detect a person (holding an RFID 

tag) passing by at any point on the entire width of the corridor. 

For example, a person traversing the corridor from left to right 

would be detected, in sequence, by the RFID sensors at access 

points p1, p3 and p5. On the other hand, a person entering a 

room would be detected first by the sensor on the outside of the 

room, then by the sensor on its inside. For example, a person 

entering area a1 (the corridor) from the left and then entering 

area a2 (the room on the left) would be detected, in sequence, by 

access points p1 and p2. 

B. Control System 

Central to the security of the physical environment is an 

access control system that maintains a database of all access 

cards and access points. A system diagram depicting the main 

components is shown in Fig. 3. 

The access control system performs following main 

functions: 

Logging: when an access card held by a person is detected by 

an RFID sensor at an access point (shown on the left), the 

logging server records this as an access event in the system 

database. 

Authentication: when an access event is received, the 

authentication server decides, based on definitions of access 

permissions stored in the system database, whether or not to 

grant access to the person holding the access card, such as by 

releasing a door’s security lock. 

a1 

a2 a3 

p1 

p2 

p3

p4

p5 
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Fig. 3. Main components of physical access control system 

Detection & prediction: when an access event is received, the 

detection and prediction server analyzes it, in relation to 

previously observed access events, to detect a suspicious pattern 

of activity, and to predict possible future suspicious patterns. 

The system database not only records access events on an 

ongoing basis, but also contains definitions of the environment 

and the persons in it. The main information recorded in the 

system database is as follows: 

1. Access points: identifier and location of each access 

point, including the area which it belongs to (e.g. access 

point p1 in Fig. 2 belongs to area a1). 

2. Access card: identifier of each access card, and which 

person is the current holder of the card. 

3. Access event: identifier of the access card and access 

point involved in the event, and a timestamp. 

4. Person: name and other personal information of each 

person allowed access to the environment. 

5. Neighbour: identifiers of pairs of neighbouring access 

points, their distance, and the average and minimum time 

needed to traverse the distance between them (e.g. access 

points p1 and p3 in Fig. 2 are neighbours). 

6. Area: area name, type, and maximum normal continuous 

stay time in the area (e.g. the maximum normal stay time 

of a washroom may be one hour, whereas for an office it 

may be eight hours). 

7. Access permission: identifier of the access points which 

a certain access card has the permission to access. In the 

case of a centrally controlled door, the permission 

includes the unlocking of the door and thus access to the 

connected area on the other side of the door. 

Given the definitions in the system database, particularly 

information such as access permissions, neighbouring access 

points and maximum stay time of areas, allows the detection and 

prediction server to carry out sophisticated analyses of logged 

access events in order to detect and predict suspicious 

behavioural patterns. 

III. SUSPICIOUS PATTERNS 

In this paper, we propose techniques that detect a person’s 

suspicious behaviour by analyzing movement patterns and 

identifying potential security threats in the secure physical 

environment. The suspicious behaviour in our system is 

represented by a collection of suspicious patterns. Each of these 

patterns is a sequence of actions performed by a person that may 

be completely legitimate when the level of analysis is a single 

event. However, when these events are combined over time and 

viewed together as a sequence they give rise to certain kinds of 

suspicion. 

The exact definition of the suspicious movement of people 

usually varies from one environment to another, and 

subjectively depends on the security requirements of each 

different situation. Nevertheless, the following shows four types 

of suspicious patterns that are generic and that can be detected 

and predicted by our methods: 

1. Temporal pattern 

A temporal pattern is an unusually long period of stay by a 

person in a given area, i.e. when the stay period exceeds the 

maximum normal stay time defined for that area. For example, if 

a person enters a room and stays there continuously for more 

than 12 hours before leaving the room, this may be considered 

suspicious. 

2. Repetitive access pattern 

A repetitive access pattern exists when unusual repetitive 

accesses occur within a given period of time. For example, if a 

person enters and leaves a room ten times within one minute, 

this may be considered as suspicious. 

3. Displacement pattern 

Another type of pattern is based on the displacement of 

people. A displacement pattern exists when a person 

consecutively accesses distinct neighbouring locations within 

an unusually short period of time. For example, if a person exits 

one room and three seconds later enters another room located 

100 m away, this may be considered as suspicious. 

4. Out-of-sequence pattern 

The final type of pattern is the out-of-sequence pattern. 

Certain accesses must occur in a specific sequence to be 

classified as normal, as defined by pairs of neighbouring access 

points. Whenever consecutive accesses occur in an undefined 

sequence, this constitutes an out-of-sequence pattern. For 

example, if a person passes one access point, and subsequently 

passes a third access point without having passed a second 

access point located between the two, this may be considered as 

suspicious. 

These generic types of suspicious patterns are applied in our 

detection and prediction model. Whenever a sequence of access 

events are recorded that match the definition of one of these 

types of patterns, that pattern is detected in the data; whereas 

when a sequence of access events matches only the beginning of 

one of these types of patterns, the occurrence of that type of 

pattern can be predicted. 

IV. PATTERN DETECTION 

In this section we describe the functions for detecting 

suspicious access patterns. These functions can be used in an 

existing physical environment that has surveillance sensors 
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installed, as described in Section II. These functions are 

designed to detect suspicious patterns from a sequence of access 

events over time in addition to usual rules for detecting outright 

security breaches. For our research we have generated simulated 

data based on the environment described in Section II. 

In a typical access control system, access events and related 

access right policies are stored in a system database. Our 

detection functions access this data in real time, group access 

events based on each card holder, and evaluate against the 

administrator-defined thresholds for detection of suspicious 

patterns. We define following parameters for designing 

detection functions (see Table I). 

Table I parameters for detection model 

Parameter Description 

eventi i
th

 access event 

cid cid = cardID(eventi) 

Access card ID of i
th

 access event 

APi APi = accessPoint(eventi) 

Access point of i
th

 access event 

repThreshold The maximum allowable number of 

repeated accesses in normal situation 

repAccMinDuration The minimum allowable duration for 

a sequence of normal repeated 

accesses 

A. Detection of Temporal Pattern 

A pattern is considered to be temporal when the system 

detects that a person has spent an unusually long duration in one 

location. Let timeStamp(APi, cid) be the function which returns 

the timestamp of the  i
th

 detected access point of the person 

holding card cid from the historical log. Let location(APi) be the 

function which returns the location of the i
th

 access point, and let 

maxStay(loc, cid) be the function which retrieves the predefined 

maximum duration the person holding card cid is allowed to 

stay at the location loc. We define the algorithm for detecting 

temporal patterns as follows: 

 

for each new detected eventi 

{ 

tpre = timeStamp(APi-1, cid);  

tcur = timeStamp(APi, cid); 

t  = tcur – tpre; 

tmax = maxStay(location(APi-1), cid); 

if (tmax < t ) 

  pattern = “Temporal”; 

else 

  pattern = “Normal”; 

} 

 

B.    Detection of Repetitive Pattern 

A pattern is considered to be repetitive when the system 

detects that a person performs unusually repetitive accesses 

within a given period of time. When the system detects the 

repetitive pattern, it focuses on access events detected from a 

pair of access points (sensors) installed at two opposite sides of 

a door. In addition, two conditions must hold for a repetitive 

pattern: (1) the total number of repeated accesses should be 

greater than the predefined threshold, and (2) the total time 

spent during the repeated accesses must be shorter than the 

minimum allowable duration for a sequence of normal repeated 

accesses. 

First, the system derives the total number of repeated 

accesses from the last detected access event. For instance, two 

repeated accesses are detected from the sequence APi-4 � APi-3 

� APi-2 � APi-1 � APi, where APi is the i
th

 detected access 

point. Note that APi = APi-2 = APi-4, and APi-1 = APi-3. Let 

repAccessCount(APn) be the function which counts the total 

number of repetitive accesses for access point APn. For the 

above sequence, repAccessCount(APi) is equal to 2. 

Next, the system derives the total time spent during the 

repeated accesses. Let timeSpent(APx, APy) be the function 

which returns the time spent by the person when accessing point 

y after accessing x. Therefore, the total time spent by the person 

for the previous access sequence can be denoted as 

timeSpent(APi-4, APi). Based on these functions, we define the 

algorithm for detecting repetitive access patterns as follows: 

 

for each new detected eventi 

{ 

if  ((repAccessCount(APi) >  repThreshold) 

and  

(timeSpent(APi - 2(repAccessCount(APi), APi) < 

repAccMinDuration)) 

  pattern = “Repetitive”; 

else 

  pattern = “Normal”; 

} 

 

The problem of detecting repetitive patterns can be solved by 

using classical computing techniques, such as detecting cycles 

in Directed Graph Theory, and Hidden Markov Model; the 

implementation details can be found in [3] and [4] respectively. 

C. Detection of Displacement Pattern 

A pattern is considered to be a displacement when the system 

detects that a person makes consecutive accesses to two distinct 

locations within an unusually short period of time. Let 

minMove(APi-1, APi) be the function which returns the minimum 

time required to travel from (i-1)
th

 access point to i
th

 access 

point. We define the algorithm for detecting displacement 

patterns as follows: 

 

for each new detected eventi 

{ 

tpre = timeStamp(APi-1, cid); 

tcur = timeStamp(APi, cid); 

t   = tcur -  tpre; 

tmin = minMove(APi-1, APi); 

if (t < tmin) 

  pattern = “Displacement”; 

else 

  pattern = “Normal”; 

} 
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D. Detection of Out-of-Sequence Pattern 

Depending on the architectural layout of the building, certain 

access events must occur in a specific sequence. For instance, an 

access point B cannot be reached from an access point A if both 

access points are located in two different rooms and there is no 

direct path between them. A pattern is considered to be 

out-of-sequence when the system detects that a person attempts 

consecutive accesses to two distinct locations whereby the 

second location is unreachable from the first one. Let 

isNeighbor(APi-1, APi) be the function which returns true if APi 

can be reached from APi-1. We define the algorithm for 

detecting out-of-sequence patterns as follows: 

 

for each new detected eventi 

{ 

if (isNeighbor(APi-1, APi)) 

  pattern = “Normal”; 

else 

  pattern = “Out-of-sequence”; 

} 

 

Using the above four detection algorithms, the system may 

decide to raise an alarm when a suspicious access pattern is 

detected. However, in some situations a sequence of access 

events may not be considered as suspicious since its degree of 

suspicion does not exceed pre-defined threshold values. For 

instance, the total number of repeated accesses by a person may 

not exceed the limit and hence the system may not raise the 

alarm. In such cases, the system may not be able to detect mild 

cases of access right violations. To alleviate this problem, we 

define a model which is capable of predicting future suspicious 

access patterns from historical records. 

V. PATTERN PREDICTION 

Our main work to date has focused on detecting suspicious 

behavioural patterns in a body of access event data. Taking this 

further, we are currently extending our work on detection of 

actual suspicious behavioural patterns to prediction of potential 

future suspicious patterns. The aim of prediction is to be able to 

give early warnings of suspicious activity as it unfolds, and 

thereby to enable security personnel to take timely action. 

Unlike the technology for detection which depends on 

finding a complete match of a sequence of access events with a 

type of suspicious pattern, the technology for prediction is more 

complicated as it focuses not only on the immediate past 

sequence of access events, but also on an analysis of the history 

of all previous access events, the history of suspicious patterns 

of an individual person, and other factors. As this is work in 

progress, we only briefly discuss the approach for prediction 

here. 

Given the nature of the prediction task, which must perform 

partial matching of access data with pattern types, we cannot 

achieve the same accuracy as in pattern detection. Therefore, we 

define a suspicious rate, which indicates the probability of the 

corresponding suspicious pattern occurrence. The suspicious 

rate is calculated by using a suspicious threshold, which is 

defined for each suspicious pattern type. Below the threshold 

behaviour is considered normal, above the threshold it is 

considered increasingly suspicious. For instance, for a given 

area five consecutive entrance and exit events may be defined as 

the threshold of suspicion for a repetitive pattern. If fewer than 

five entrance and exit events occur, the activity is considered 

normal, with five such events it will start to be considered 

suspicious, and with more than five such events it will be 

considered even more suspicious. Prediction can begin when 

the sequence of patterns is still normal but approaching the 

suspicious threshold. For instance, when already four 

consecutive entrance and exit events have occurred, the 

sequence can be predicted to continue and to become suspicious. 

A well-defined threshold for each pattern type is thus essential 

for achieving more accurate prediction. 

Based on the detection algorithms and pattern definitions in 

the previous sections, it is possible to define empirical 

algorithms for predicting applicable suspicious behavioural 

pattern. Suitable techniques that can be applied here include 

some statistical techniques, such as Hidden Markov Models 

(HMM) [6][7] and other data mining techniques. 

A. Empirical Techniques 

The main idea is based on the knowledge of a given pattern’s 

characteristics. For instance, for a repetitive pattern to occur, a 

number of preceding access events would have involved a 

transition back and forth between the same two areas, and these 

access events would have occurred within a certain short time 

period. Because of this characteristic we can monitor 

subsequent access events to observe whether they involve the 

same two areas and whether they continue to occur within a 

short time period, and thus determine a corresponding 

suspicious rate. 

B. Statistical Techniques 

In a real physical environment, people usually perform 

actions in the same specific areas, because of their work 

requirements, given access privileges, routines, habits, and 

many other reasons. For suspicious behaviours the same can be 

assumed, as differences in physical environments afford 

different opportunities for would-be violators and therefore 

certain locations can be assumed to be used in different types of 

suspicious patterns. For instance, an out-of-sequence pattern 

may frequently occur at a location where it is possible to 

circumvent access control, such as by climbing out of a window 

and re-entering somewhere else. The next access event would 

then reveal that some access points were omitted. Moreover, a 

given person may have a history of past suspicious patterns that 

could make a future suspicious pattern more probably for that 

person. Prediction of an out-of-sequence pattern would thus use 

location and the identity of the person, as well as other factors 

such as day of week or time of day, as contextual information to 

determine the probability of such a pattern to occur. 

Determining such probabilities in a certain context can be 

performed well using statistical methods. 

We are considering the use of HMM which can output the 
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most probable sequential hidden states based on the given 

sequential observable states. We assume the detected access 

event to be the observable state, and the type of pattern of the 

corresponding access event as hidden states. The access events 

in the historical log of a specific person are ordered 

chronologically as HMM is well-suited for dealing with 

sequential analysis. So, when analyzing a fixed length sequence 

of consecutive access events, HMM can be applied to predict 

which pattern will have the highest probability to be the next 

one. 

VI. RELATED WORK 

Over the past few decades techniques and systems for 

intrusion detection have been studied and developed 

extensively [8]. Intrusion detection systems (IDS) can be 

divided into two main categorizes: misuse detection and 

anomaly detection [9]. In misuse detection, intrusion is detected 

by comparing a person’s activities with the known intrusive 

patterns. In anomaly detection, IDS identifies intrusion by 

monitoring deviation from the normal behaviours. Traditional 

intrusion detection systems perform tasks related to computer 

network and operating systems security whereas in our 

approach, we focus on identifying suspicious access patterns in 

physical environment.  

Access control systems [10][11][12][13][14] are widely used 

in securing government departments, offices, and university 

campuses. In general, these systems provide access card 

administration, access right management, and alarm monitoring 

functions. To the best of our knowledge, there is no commercial 

tool supporting detection of suspicious patterns based on access 

events in physical environment. 

Detection of suspicious access patterns in smart card-based 

environment is analyzed in [15]. Our approach extends the 

framework described in [15] by taking into account the situation 

where contact less proximity cards such as RFID are used for 

authentication and access control. 

Various kinds of perimeter intruder detection systems (PIDS) 

[16] are also widely used to deter unauthorized access to 

restricted areas such as embassies, warehouses, and others. 

AMETHYST [17] is an automatic event authentication system 

based on video assessment for perimeter intrusion detection. 

AMETHYST assesses the CCTV pictures and generates an 

alarm when an intrusion or a suspicious event is detected. PIDS 

are also essential for Airport security applications. Barry et al. 

[18] have analyzed the deployment of Airport Surface Detection 

Equipment (ASDE-3) radar for Airport security surveillance 

and perimeter monitoring. The radar-based PIDS are capable of 

tracking and identifying human-sized targets within radar’s 

detection range.  

The difference between PIDS and our approach is that in 

PIDS, tracking persons or target objects do not take into account 

the access right assignments whereas in our approach, people 

under surveillance are uniquely identified and their access 

patterns are evaluated against their privileges. In addition, PIDS 

generate alarms based on in-progress intrusion behaviours 

whereas in our approach, alarms can be generated based on 

history of past access events. 

VII. CONCLUSIONS 

In this paper, we have described a novel approach for the 

detection of suspicious access patterns in physical environments. 

In this framework, a detection mechanism is designed to utilize 

the history of past access events to identify four major types of 

suspicious access patterns. Our framework also takes into 

account the circumstances unique to the RFID-based access 

control environment such as tracking the movement of target 

objects (persons) in communal areas. Future work will be 

focused on developing a system based on Hidden Markov 

Models (HMM) to predict future suspicious access patterns 

from event records. We are also developing information 

visualization tools to display access events in real time 

augmented by the alarms generated from the detection and 

prediction systems. 
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